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CYBER
SECURITY

L'infrastruttura informatica
per monitorare e
salvaguardare | dati

MER 20.10 | 16:00 - 17:00




CHI SONO

SPEAKER

System Architect @Resolve Digital - walk2talk

anni all’interno del settore IT, affiancando le aziende
= con percorsi di consulenza strategica volti ad introdurre
innovazione e sviluppo. Infatti, € costantemente alla ricerca di
nuove tecnologie per dare modo alle aziende di crescere con
cognizione di causa utilizzando le tecnologie piu performanti a
disposizione sul mercato. E proprio per questo motivo che, con
passione, supporta le aziende con configurazioni tailor-made
ideate in base alle loro esigenze specifiche.

k Ha fatto della sua passione il suo lavoro. Emanuel opera da
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CERTIFIED

ADMINISTRATOR
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AGENDA

PERCHE' PARLARE DI CYBER SECURITY E
MONITORAGGIO

INTRODUZIONE A MICROSOFT
DEFENDER FOR ENDPOINT

INTRODUZIONE AD AZURE SENTINEL

INTRODUZIONE A N-CENTRAL
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01. CYBER SECURITY

Cos’e oggi la Cyber
Security



1

La Cyber security € lI'insieme degli strumenti,
delle competenze e dei comportamenti che
permettono a un’organizzazione di «avere una
barriera» tra il mondo esterno ed | propri dati in
formato digitale.

Vista la progressiva digitalizzazione dei processi,
la Cyber security serve a preservare l'intero
ecosistema aziendale che sempre piu e formato
da uno scenario ibrido.

Riproduzione riservata @Resolve RESO L / E



01. CYBER SECURITY

Percheé oggi la Cyber
Security e Importante?



Perché la cybersecurity e importante?

Growth of Cybercrime Costs

C'e un attacco hacker ogni 39 secondi

Il 43% degli attacchi informatici prende di mira
le piccole imprese

Il 95% delle violazioni della sicurezza
informatica sono dovute a errori umani

Il 98% degli attacchi informatici si basa
sull'ingegneria sociale $3 trillion & =

2015 2025
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Perché la cybersecurity e importante?

Amount of monetary damage caused by reported cyber crime to the IC3 from 2001 to
2020 (in million U.S. dollars)

5000

4200

4 000
3 500

3 000 5710

2000

14507 418.7

1 070.71

1 000 781.84800.49

559.7 4g5 0528144

183.1 198.4 239.1 264.6

Total damage in million U.S. dollars

125.6 gg.1

Sources Additional Information:
FBEI; IC3; US Department of Justice Worldwide; IC3; 2001 to 2020, excluding 2010; Cybercrime reported to IC3
© Statista 2021
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02. MICROSOFT DEFENDER FOR ENDPOINT

Proteggere i clients con
una soluzione moderna



@ Microsoft Defender
for Endpoint

Threats are no match.

MICROSOFT
THREAT EXPERTS

— ‘ [ 4 - C'
] z
THREAT & VULNERABILITY ATTACK SURFACE NEXT GENERATION ENDPOINT DETECTION AUTO INVESTIGATION
MANAGEMENT REDUCTION PROTECTION & RESPONSE & REMEDIATION
bl
| l |

CENTRALIZED CONFIGURATION AND ADMINISTRATION

(e

APIS AND INTEGRATION
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Microsoft Defender for Endpoint

Gartner

FORRESTER

FORRESTER

Gartner names Microsoft a Leader in
2021 Endpoint Protection Platforms
Magic Quadrant.

Forrester names Microsoft a Leader
in 2021 Endpoint Security Software as a
Service Wave.

Forrester names Microsoft a Leader
in 2020 Enterprise Detection and
Response Wave.

Our antimalware capabilities
consistently achieve high scores
in independent tests.

Microsoft leads in real-world detection in

MITRE ATCC MITRE ATT&CK evaluation.
r A Microsoft Defender for Endpoint
= ' awarded a perfect 5-star rating by SC

L S N N RN

Media in 2020 Endpoint Security Review

Microsoft won six security awards with
Cyber Defense Magazine at RSAC 2021:

Best Product Hardware Security

Market Leader Endpoint Security

Editor's Choice Extended Detection and Response (XDR)
Most Innovative Malware Detection

Cutting Edge Email Security

RESOL/E



Microsoft Defender for Endpoint

Bm Windows 365

| BYYA . Cisco HP Enterprise
=@ Windows & macOS iOS P .
Azure Virtual Desktop (ﬁ ] Juniper Networks  Palo Alto Networks

Endpoints and servers Mobile device OS Virtual desktops Network devices
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Microsoft Defender for Endpoint

Bm Windows 365

| BYYA . Cisco HP Enterprise
=@ Windows & macOS iOS P .
Azure Virtual Desktop (ﬁ ] Juniper Networks  Palo Alto Networks

Endpoints and servers Mobile device OS Virtual desktops Network devices
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@ Microsoft Defender
for Endpoint
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MANAGEMENT
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Microsoft Defender for Endpoint
Threat & Vulnerability Management

Un approccio risk-based per migliorare
la gestione delle vulnerabilita

c L | Continuous real-time discovery

e 'T‘ Context-aware prioritization

9 oA Built-in end-to-end remediation process




@ Microsoft Defender
for Endpoint
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Microsoft Defender for Endpoint

Attack Surface Reduction

Resist attacks and exploitations

HW based isolation

Application control

Exploit protection

Network protection

Controlled folder access

Device control

Web protection

Ransomware protection

Isolate access to untrusted sites

Isolate access to untrusted Office files
Host intrusion prevention

Exploit mitigation

Ransomware protection for your files
Block traffic to low reputation destinations
Protect your legacy applications

Only allow trusted applications to run

RESOL



Microsoft Defender for Endpoint
Attack Surface Reduction

B | BY Micosoft 365 Security X

security micrasoft.com

Easy button:
tu rn O n b I OCk Monitoring & reports > Attack surface reduction rules Five rules can be turned on for 80% of

your devices with no user impact

Detections Configuration Rule status . -,
Based on your audit data over the last 14 days

Five rules can be turned on for 80% of your devices with no user impact

fice apps injecting into other processes
Based on your audit d
Office apps/macros creating executable content
View details

Office apps launching child processes

Win32 imparts from Office macro code
Identify and fix devices with limited protection due to missing prerequisites or misconfigured nies.

Spsimacro code

Device configuration overview Add exclusions

Rules in audit only Some or all nubes in black off Devices

324 525 22 2,354 devices

L Expart

Device name

CONT_PC_1

CONT_PC_2 4 1 Get script to implement Submit Intune ticket

CONT PC 3
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@ Microsoft Defender
for Endpoint
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Microsoft Defender for Endpoint
Static vs Dynamic

Static signatures:
focus on a file

Hashes
Strings
Emulators

O

Ineffective

Dynamic heuristics:
focus on run-time behaviors

Behavior monitoring
Memory scanning
AMSI

Command-line scanning

9

Effective
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Microsoft Defender for Endpoint

Next generation protection engines

®

Metadata-based ML

Stops new threats
quickly by analyzing
metadata

&d

ML

Spots new and
unknown threats
using client-based
ML models

{}

Behavior-based ML

Identifies new threats
with process trees and
suspicious behavior
sequences

<

Behavior monitoring

Identifies malicious
behavior, including
suspicious runtime
sequence

P i
AMSI-paired ML

Detects fileless and
in-memory attacks
using paired client
and cloud ML models

File classification ML

Detects new malware by
running multi-class, deep
neural network classifiers

Cloud

Client

]

AMSI integration

Detects fileless and
in-memory attacks

LUfs)

Memory scanning

Detects malicious code
running in memory

VS
<o)

v
Detonation-based ML

Catches new malware
by detonating
unknown files

Heuristics

Catches malware
variants or new strains
with similar
characteristics

né
1]

Reputation ML

Catches threats

with bad reputation,
whether direct or
by association

N

Emulation

Evaluates files based
on how they would
behave when run

Smart rules

Network
monitoring

Catches malicious
network activities

RESOL/E



@ Microsoft Defender
for Endpoint
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Microsoft Defender for Endpoint
Key customer pain points A

46% of compromised systems
had no malware on them

Following an advanced

As attacks become more complex and multi-staged, n attack across the network

it's difficult to make sense of the threats detected and different sensors can
be challenging

Click on a URL Installation Persistency Reconnaissance

A A . .

*@ Q N/ N Collecting evidence and

° ° ° ° ° ° ° ° alerts, even from 1 infected
(1) 0 device, can be a long

£ A «? i |

v time-consuming process

Exploitation C&C channel Privilege escalation Lateral movement

Living off the land - Attackers
use evasion-techniques RESOL /E



Microsoft Defender for Endpoint

Advanced hunting with custom detection and custom response

y weine U@ WSO

Advanced hunting

ComputerName
PowerShell downloads

I New B save 1 Last 7 days £ Create detection rule

Powershell

InitiatingProcessFileName

L Export @ Customize columns 15 items per page > 'V Hide filters FileName

msticex-srv.msticex.net
msticex-srv.msticex.net
ProcessCommandLine
msticex-srv.msticex.net
msticex-srv.msticex.net
kS-3wp03r0809.cfdev.nttest microsoft.com 5
tkS-3wp03r0813.cfdev.nttest microsoft.com
kS-3wp03r0801.cfdev.nttest microsoft.com
kS-3wp03r0801 cfdev.nttest microsoft.com
kS-3wp03r0809.cfdev.nttest microsoft.com [

tkS-3wp0310813.cfdev.nttest microsoft.com
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@ Microsoft Defender
for Endpoint
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Microsoft Defender for Endpoint

More threats, more alerts
leads to analyst fatigue

Gli Analisti normalmente sono impegnati

Alert investigation dall'indagine e dalla risoluzione degli avvisi
is time-consuming Alert queue manuali

A Expertise is expensive

Manual remediation Analyst 1 Analyst 2
requires time

Talent shortage in
cybersecurity RESOL/E



Microsoft Defender for Endpoint

Microsoft Defender Security Center

@ Investigations > @ 'Powersploit' malware was detected

‘Powersploit' malware was detected

Investigation #99 is complete - Remediated

Investigation graph  Alerts (5) Machines (1) Evidence (1) Entities (4.18k) Log (46)

Investigation details

Status
@ Remediated

Malicious entities found were successfully re

mediated,
Alert severity

Informational
Category Machine (1)
Malware

9 sarBaRAM-PC

Detection source

Antivirus

Entities analyzed (4182)

) 2941Files

1 Remediated

G

£5% 197 Processes
B 291 services

% 414 Drivers

27 IP Addresses

, 2019, 10:51:15 PM

Ended
Oct 28, 2019, 11:06:02 PM

[ Total pending time: 55

Alert received

Fo t mal

+ 4 correlated alerts

Evidence

1 entity found

Waited for machine(s)

@ Waited for 5 Seconds

00:14:47

Complete

[=1 Comments (0)

RESOL



@ Microsoft Defender
for Endpoint
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Microsoft Defender for Endpoint

Microsoft Threat Experts - Trial
Your Experts on Demand trial version expires in 41 days from your

Microsoft Threat Experts enrolment. Contact your Microsoft
representative to get a full subscription.

Learn more about Microsoft Threat Experts - Experts on Demand

Consult a threat expert

Get Microsoft Threat Experts advice and insights about suspicious activities in your
organization.

Ensure that the portal page for the alert or machine in question is in view while providing
information for this inquiry.

Note: This and other relevant information will be shared with Microsoft Threat Experts to
enable the best response to your inquiry.

Inquiry topic *

https://securitycenter.windows.com/alert/da637073841040265613_-582982118

Thank you for sending this Threat Expert alert. Can you help us investigate this threat
further including whether you think we were targeted, and whether this and other
machines in our company were compromised?

Email *

Enter the email address you'd like Microsoft Threat Experts to send their reply

Analyst@contoso.com

m Privacy statement.

RESOL



03. AZURE SENTINEL

Modernizzare le
operazioni di sicurezza
con Azure Sentinel



Azure Sentinel

Multi-cloud Cloud native, any data, any entity Partnerships

(= g o)
(= Py o)
(= Py o)

$ O

Cloud native Any data Al Automation

RESOL/E



Modernizzare il SOC con Azure Sentinel
THE INTELLIGENT, CLOUD-NATIVE SIEM

detection

growing digital estate

1 1
1 1
1 1
; |
1 1
1 1
; |
1 1
1 1
; . |
! Uses Al and automation to !
! increase efficiency :
I !
; |
1 1
1 1
; |
1 1
1 1

i Offers improved threat i

1 1
1 1
1 1
i I
1 1
1 1
i I
1 1
1 1
i I
: Scales to support your :
i I
1 1
1 1
i I
1 1
1 1
i I
1 1
1 1

RESOL/E
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Raccogli i dati nel cloud da qualsiasi fonte

=

101010
oloiol
iololo

Ko

AZURE + MICROSOFT 365
Security Alerts, Activity Data

COLLECTORS
CEF, Syslog, Windows, Linux

TAXIl + MS Graph

Threat Indicators

APIs
Custom Logs

>
14

@ AZURE SENTINEL

AZURE MONITOR LOG ANALYTICS
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Sfrutta un'ampia libreria o crea regole custom

Choose from more than 100 built-in
analytics rules

Customize and create your own rules
using KQL queries

Correlate events with your threat
intelligence and now with Microsoft
URL intelligence + network data

Trigger automated playbooks

+

Create () Refresh
51 RULES BY SEVERITY
v —
Active rules 1 HIGH (12) MEDIUM (26)
Active rules  Rule templates
S¢ X SEVERITY : All
NAME RULE TYPE
I Known Phosphorus group d... Scheduled DNS (Pr..
I Create incidents based on Azure Acti.. @ Microsoft Sec...
I Advanced Multistage Attack... Fusion
I Create incidents based on A... @ Microsoft Sec..
I Create incidents based on Microsoft .. # Microsoft Sec...
I Known Strentium group domains Scheduled DNS (Pr.
I Create incidents based on Azure Adv... @ Microsoft Sec...
Suspect application consent Scheduled Azure A..
SharePointFileOperation via devices . Scheduled Office 3..
Process execution frequency anomaly Scheduled Security..
Office policy tampering Scheduled Office 3.
Anomalous sign-in location by user ... Scheduled Azure A...
Brute force attack against Azure Portal Scheduled Azure A...
High count of failed logons by a user Scheduled
SSH Potential Brute Force Scheduled Syslog
Baset4 encoded Windows process ¢... Scheduled Security...
Malfermed user agent Scheduled Micros
Rare high NXDomain count Scheduled DNS (Pr.

REQUIRED DATA SOURCES

+20

+2@

LOW (9)

TYPE : All

INFORMATIONAL (4)

TACTICS : All

TACTICS

# Command and Contre

# Command and Contre

e "
@ Exiltration

£ Execution

c »

« Initial Access

W& Credential Access
W& Credential Access

& Credential Access

# Command and Contre

LEARN MORE
About Analytic Rules £

Y Known Phosphorus group domains

High Scheduled
SEVERITY DETECTION TYPE
Description

Matches domain name I0Cs related to Phosphorus group activity with
CommonSecuritylog, DnsEvents and VMConnection dataTypes. References:

https://blogs.microsoft.com/on-the-issues/2019/03/27/new-steps-to-protect-

customers-from-hacking/.

Required data sources

DNS (Preview]
DnsEvents

VMConnection

Cisco ASA
CommanSecuritylog

Palo Alto Networks

CommanSecuritylog

Tactics

3 Command and Control

Rule query
let timeframe = 1d;
let DomainNames = dynamic(["yahoo-verification.org","s

"accounts-web-mail.com","customer-certificate.com","se
“yahoo-verification.net","yahoo-verify.net","outlook-v

@ You used this template to create 1 analytic rules.
You can use this template to create additional rules.



Migliora il rilevamento delle minacce interne e sconosciute con |'analisi del
comportamento di utenti ed entita

= Microsoft Azure (Preview) {3 Reporta bug

User Entity Behavior Analytics - CyberSecuritySoc =

Incidents Breakdown: Jeff@seccxp.ninja

Use behavioral insights to detect anomalies,
understand the relative sensitivity of
entities, and evaluate potential impact

Severity: | Al v |) ((Staws: | A v | ) ( Owner

Get baseline behavioral profiles of entities
across time and peer group horizons

Anomalies Breakdown: Jeff@seccxp.ninja

Anoamly Name: | Al v ) (ractic | A v )

Mitre Tactic Information

Ty Tactic

Powered by the proven Microsoft User and Entity Behavior Analytics (UEBA) engine
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Inizia a ricercare i dati con query veloci e flessibili

Run built-in threat hunting queries -
no prior query experience required

Customize and create your own
hunting queries using KQL

() Refresh (5 Last 24 hours

€ 93 72

| New Query

R 2

Total Queries My Bookmarks Live Stream Results
Queries ; Live Stream (Preview)  Bookmarks
Search queries FAVORITES : All PROVIDER : All
T Query TL Provider T, Data Source
b4 Suspicious network traffic patterns Customn Que... CommonSecuritylog
*  Changes made to AWS IAM policy Microsaft AWSCloudTrail
% Consent to Application discovery Microsoft Auditlegs +1 @
% Rare Audit activity initiated by App Microsoft AuditLogs
% Rare Audit activity initiated by User Microsoft Auditlogs +1 ¢
% Azure storage key enumeration Microsoft AzureActivity
*  DNS commanly abused TLDs Microsoft DnsEvents
% DNS Domain anomalaus lookup increase Microsaft DnsEvents
% DNS Full Name anomalous lookup increase Microsoft DnsEvents
% High reverse DNS count Microsoft DnsEvents
%  Long DNS URI Query Microsoft DnsEvents
%  DNS Domains linked to WannaCry ransomwar... Microsoft DnsEvents
% Cobalt Strike DNS Beaconing Microsoft DnsEvents
% Failed service logon attempt by user account ... Microsoft Auditlogs +1
*  Failed Login Attempt by Expired account Microsoft SecurityEvent +1 (O
% Multiple Password Reset by user Microsoft Auditlogs +3 O
% Permutations on logen attempts by UserPrinci.. Microscft Officectivity +1 (0
%  RareDNSLookupWithDataTransfer Microsaft CommonSecuritylog +2
% Rare domains seen in Cloud Logs Microsoft Auditlogs +2 ()
% Tracking Privileged Account Rare Activity Microsoft SecurityAlert +5 O
*  Exoloit and Pentest Framework User Aaent Microsoft W3ClISloa +2 [

[> Run all queries

=1

MITRE ATT&CK ™

DATA SOURCES : All

Results

e

— —
J(16) % (7 4 ) B &4 e[ @) &G F00 504 5@
TACTICS : Al a Suspicious network traffic pe
Custom Queries o
Tactics PROVIDER RESULTS
e Description
Identifies unusual patterns from network traffic logs base
0 Persistence patterns. This could indicate reconnaissance attempts by
: ning a exfil 1
e or data from comp assels v
& Created time
54 Discovery 11/1/2019
LI Created by
2 sfender@microsoft.com
L Query
o Discovery e
a @
e = e
3 Command and Control e
uery results >
& Credential Access
! Initial Access Entities
= [ =]
P Account Host
& Credential Access e
¥ Exiltration Tactics
Initial Brrace The initial access tartic renrasents
W oo -
o v R e
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Monitora e gestisci l'intelligence sulle minacce

Create, view, search, filter, sort, and tag
all your threat indicators in a single pane

Use alert metrics to help understand top
threats targeting your organization

Use automation playbooks for leading
threat intelligence providers to enrich
alerts

U 12.8K A~ 257.1K 9

Tlalerts Tlindicators Tl sources
Indicators
‘ £ Search by Name, Values, Description or Tags TYPE : All
D Name Ty Values

(] IoC - https://www.bankofnedrask...
D loC - www.hostpr.co

[ 1oC-1314533.10

D Custom Threat Intelligence
D Custom Threat Intelligence
D Custom Threat Intelligence
D Custom Threat Intelligence
D Custom Threat Intelligence
D Custom Threat Intelligence
D Custom Threat Intelligence
D Custom Threat Intelligence
D Custom Threat Intelligence
D Custom Threat Intelligence

Cuictom Threat Intellinence

https://www.bankofnedraska.com/tag?u...

www.hostpr.co

131.45.33.10

4EA2A2BFEOACS522DA152D481E34E4FAS...

59AE1D57C6199629A77C117B7EFOSBTC...

1304620C3EBD23A48DA15D7DBE9639D...

658A2C2D9F76EFOFC43A4BB8E28427B6...

8DE4B273D61AAA7ED76CDE3ET708E2C...

4118BFE7CAC599CB88694AF49C34BBDS...

E4E759221D3E2DAEIDFC34938576AE38...

58A4DBFAES53F59DBB4CC35C2A0AESO...

A0573D5FB7972A01C65F9A76A3DISFOE...

3A51BEF83823D35CB67313FADGC1471F...

F71ANRARA2CATRFAFC7NFNAFQRAFAGN3R

SOURCE : All

Types

& url

domain-name

= ipv4-addr

DR D EDE

file

file

file

file

file

file

file

file

file

file

file

THREAT TYPE : All

Source T

Azure Sentinel
Azure Sentinel
Azure Sentinel
SecurityGraph
SecurityGraph
SecurityGraph
SecurityGraph
SecurityGraph
SecurityGraph
SecurityGraph
SecurityGraph
SecurityGraph

SecurityGraph

Securitu(Granh

Confidence Ty

100

100
100
100
100
100
100
100
100
100
100

100
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Avvia e monitora le indagini dagli incidenti di

sicurezza processati e prioritari

Use incident to collect related alerts,
events, and bookmarks

Manage assignments and track status
Add tags and comments

Trigger automated playbooks

) Refresh

=42

OPEN INCIDENTS

O Last24 hours %} Actions

als
s

42

NEW INCIDENTS

SEVERITY : Informational, Low, Medium, High, Critical

Select All

|

INCIDE...

129

128

127

1126

125

124

123

122

121

120

1119

ms

m7

116

ms

m4

m3

12

Showing 42 items

TITLE

AWS - Monitor Credential a...
Upload to non-approved app
Activity from a Tor IP address
MeganB - top secret step-up

MeganB - top secret step-up

Base64 encoded Windows e...

MeganB - Block cut/copy a...
Traffic to known bad IPs
DNS tor proxies

User Account Created and ...
System alert: DLP Connecto...
MeganB - top secret step-up
ADD-To_Admin_Group
ADD-To_Admin_Group

Add user to sensitive group
Anonymous IP address
Atypical travel

Anonymous IP address

ALERTS

~ 0

IN PROGRESS

STATUS : New, In Progress

PROD...

Azure Se...

Microsoft...

Microsoft...

Microsoft...

Microsoft...

Azure Se.

Microsoft...

Azure Se...

Azure Se.

Azure Se...

Microsoft...

Microsoft...

Microsoft..

Microsoft...

Azure Se.

Azure Ac..

Azure Ac...

Azure Ac..

CREATED TIME

10/09/19, 08:52...

10/09/19, 08:52..

10/09/19, 07:43...

10/09/19, 06:57..

10/09/19, 06:46..

10/09/19, 06:43...

10/09/19, 06:43..

10/09/19, 06:39...

10/09/19, 06:38.

10/09/19, 06:38...

10/08/19, 06:35.

10/09/19, 04:35.

10/09/18, 03:33.

10/09/19, 03:33

10/09/19, 03:21

10/09/19, 03:10

10/09/19, 03:06...

10/09/19, 03:05..

PRODUCT NAME : All

OWNER

Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned
Unassigned

Unassigned

Open Incidents By Severity

—
B CRITICAL (0)

STATUS

N HIGH (5) MEDIUM (28) LOW (6} INFORMATIONAL (3)

ﬂ AWS - Monitor Credential abuse or hijack
Incident Id: 1129

High V55 New A Unassigned
SEVERITY STATUS OWNER
WELLAIETIURNILLY SINLE Y STUUIL dITeauy KIUW WHAL 4CCOUnNt WIgy are using.

See: https://duo.com/decipher/trailblazer-hunts-compromised-credentials-in-aws

Tags
+

Last update time
10/09/19, 08:52 AM

Creation time
10/09/19, 08:52 AM

Close reason
N/A

Evidence

+~5 @1 RO

Events Alerts  Bookmarks
Entities

3 20 3

Account  Host P

Last comment (Total: 0)

mment

Investigate (Now available!) View full details ‘

~



Visualizza lI'intero attacco

Medium 3% New admin@contoso.com ) 3/14/2019, 11:32:00 AM

Severity Status Own: Last incident update time

Navigate the relationships between
related alerts, bookmarks, and entities

= E% Timeline
—

+

- © Anomalous loc
3413/2019, 10:21:00 A

Finds cases in which w

i ..
akookijk.com @ Suspicious Pov
31132019, 1:25:00 A
Analysis of hest data d
180.65.9.193
@ Anomalous sig
3/13/2019, 1:51:00 PM
malous login

Account sign-in activit
@ ® Mass downloa
= 3/13/2019, 2:48:00 P

Suspicious Pyers. it5 0tai The user ‘Darcy Robles
’
@
kob_5i924
® (9 V7"
Anomalous si
[
5
ra5034zpri

Expand the scope using exploration
queries

View a timeline of related alerts, events,
and bookmarks

Gain deep insights into related entities -
users, domains, and more
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@ Automation
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Automatizza e orchestra le operazioni di
sicurezza usando le Azure Logic Apps

Logic Apps Designer

P Rrun <> Code view [l Templates B Connectors P Help

Build automated and scalable

When a response to an Azure Security Center alert is triggered

playbooks that integrate across tools .
lo
o Post message to SOC channel

Choose from a library of samples o Jo

- !
Create your own playbooks using 200+
built-in connectors o B
Trigger a playbook from an alert or
incident investigation l

BlocklPPaloalto




Esempio di Playbook

Incident Management

Assign an Incident to an Analyst
Open a Ticket (ServiceNow/Jira)
Keep Incident Status in Sync

Post in a Teams or Slack Channel

/

Enrichment + Investigation

Lookup Geo for an IP
Trigger Defender ATP Investigation

Send Validation Email to User

Remediation

Block an IP Address
Block User Access
Trigger Conditional Access

Isolate Machine



04. N-CENTRAL

Modernizzare il
monitoraggio della
propria infrastruttura



N-Central

Disponibile come soluzione on-premise

o0 in hosting

Visibilita e gestione semplificate ed [ N-central 0 @ pcgenenser. @
efficienti da una singola dashboard
Awvisi proattivi con funzionalita di
riparazione automatica
Potenti strumenti di automazione per la rarcres summary CPU UTILATION 8 075 PROCESSEs

gestione globale o granulare
UPDATE COUNT: 15 <
n Needed Unapproved >
BEA  nstalled ‘
BB  installed with Errors .
n Not Installed :o
n Declined £
n Failed - MEMORY UTILIZATION BY TOP 5 PROCESSES
n In Progress . '
[ 0 |

Aborted |

g

8‘ i

ACTIVE ISSUES : !
Serviee  Transition Time g 1

RESOL/E

(~)

() NCD-LT2

Cpu Usage (%)




N-Central

INTEGRAZIONE AUTOMATIZZATA

N-central & in grado diindividuare e integrare automaticamente
i dispositivi dei vostri utenti finali e di applicare le best practice
per il monitoraggio.

CAUBE

o CONFIGURAZIONE AUTOMATIZZATA

Installazione automatica di antivirus e patch e
configurazione automatica del backup.

o MANUTENZIONE AUTOMATIZZATA

Utilizzate la nostra ampia libreria di script o create |l
vostro in tutta facilita con un’interfaccia drag-and-drop;
non e necessaria alcuna esperienza pregressa di
programmazione o scripting.

@ REPORTISTICA AUTOMATIZZATA

Dimostrate alle parti interessate e alla dirigenzaiil
valore del vostro lavoro.

/==

93— &

TS@Ea

Antivirus Backup  Gestiona -
gestito patch
RUN ACTION
l + |IF] conoiTion _T
. ELSE ———» | runacTION

{é] N-central

REPORTISTICA

RESOL/E



N-Central

WALK2TALK 5525 = A\ ACTIVE ISSUES NABLEN-CENTRAL 1 & B B ® P

[ Views ACKNOWLEDGE NOTIFICATIONS EDIT DEVICES DELETE SERVICES SERVICE MONITORING ¥ ADD NOTE ADD TASK ¥ EXPORT ¥

Filter by No Filter in all Sites with all services

Customer Site Remote Tools Device/Probe 4 Device Class Service Status Transition yp;
Control
Job Status N
NetPath Ergon - m SRVDPM1 Servers - Windows Guest Status (Hyper-V) - SRV... (1 ] 2021-Sep-2
+ Topology Maps
ee 'OPOIOEY Map Ergon = m SRVDPM1 Servers - Windows Guest Status (Hyper-V) - SRV... ! 2021-5ep-2
@ Dashboards Ergon - m SRVDPM1 Servers - Windows Guest Status (Hyper-V) - 5RV... ! 2021-5ep-2 E
E
Ergon = m SRVDPM1 Servers - Windows Guest Status ( ! 2021-5ep-2 %
I8l Device - ESX Hosts z
L&l Device - Network D Ergon - m SRVDPM1 Servers - Windows Memory ! 2021-5ep-2
I8 Device - Printers
B Device - Ser Ergon - m SRVDPM1 Servers - Windows Veeam Failed Jobs 0 2021-Sep-2
I8 Device - Workstations
B Manase - Antivi Ergon - v v SRVGENO02 Servers - Windows Windows UAC Status o 2021-5ep-2
anage - Antiv
B Manage - Patch Status o _ ) i
Ergon - - v SRVGENO2 Servers - Windows Disk - C 2021-5ep-2
B Manage Dashboards
Ergon - m SRVGENO3 Servers - Windows Memory o 2021-Oct-0
& Actions
Ergon = m SRVGENO3 Servers - Windows s Backup o 2021-5ep-2
Add/Import Devices Ergon - m SRVGENSQL2 Servers - Windows SQL Memory Manager - MSS... (1] 2021-Sep-2
Add Customer
Domain User M Ergon = v SRVGENSQL2 Servers - Windows SQL Memory Manager - NAV 2021-5ep-2
B & y g P
Download A /Probe
Export Last Recovery Point Ergon - m SRVGENSQL2 Servers - Windows SQL Server - Buffer Manager... o 2021-Oct-0
Xp ast Recovery t
File Transfer _ T e ~ I -
»

Patch Approvals

Push Third Party Software & REFRESH NOW m Refresh in: 10 minutes [¥] Selected: 0 [Z] Total: 113

RESOL/E



N-Central

@ DEVICE DETAILS

@ srvtestmonagnt2

Overview Tools

Intel(R) Xeon(R) CPU E5504 @ 2.0...
126.99 GB

6.00 GB

Microsoft Windows Server 2019 S...

Ergon

Monitoring Asset Notes

ACTIVE ISSUES

Service

Transition Time

o Windows UAC Status 2021-0ct-01 15:20

SAVE CANCEL

N-ABLE N-CENTRAL g

c’ REMOTE CONTROL - ADD TASK w B AUDIT TRAIL

9 Days 22 Hours 28 Minutes

srvtestmonagnt2 (192.168.20.58)

CPU USAGE MEMORY USAGE
D W 2.00GHz 100% >6ics/60008

Settings Remote Control Settings Reports

CPU UTILIZATION BY TOP 5 PROCESSES

60

45

304

Cpu Usage (%)

15 4




N-Central

@ DEVICE DETAILS N-ABLE N-CENTRAL Q & 2 ©

@ srvtestmonagnt2 [ REMOTE CONTROL - /

Intel(R) Xeon(R) CPU E5504 @ 2.0... () SYSTEM UPTIME: 9 Days 22 Hours 30 Minutes
B piIsk: 126.99 GB F= DEVICE CLASS:
(= MEMORY: 6.00 GB =7 NETWORKING: srvtestmonagnt2 (192.168.20.58)
[£]] Os VERSION: Microsoft Windows Server 2019S... 5 LOGGED IN USER: -

CPU USAGE 78% MEMORY USAGE
CUSTOMER NAME: | Ergon FEATURES: m " 2.00 GHz 0 2.43 GB/ 6.00 GB

Settings Remote Control Settings

p Applications [5] Command Prompt B File System ) Task Execution

RESOL



N-Central

Topology Walk2talk_5525/Ergon v Ergon ~
7\
|\ s5)
(&)
192.168.30.234
=
&/
30.226
PN
| =)
A/
92.168.30.232
N
| | —
\, 7
= (2)
192.168.30.245 il
192°168.30.24.
— ‘z’ N\
( ) N
92.168.90.20¢ saieaznzu
r'_*,‘
" (._:\
152.168.30.1 -/
192.168,30.231
N
(=)
\_'/
192.168.30 242
P
(&)
192.168.30.199

& Force directed view ¥

| @

»

@ WALK2TALK_5525/ERGON

=

9

[
x

1o & &g & & & & o &

29 entities

T name v

192.168.30.1

192.168.30.109

192.168.30.118

192.168.30.119

192.168.30.160

192.168.30.197

192.168.30.199

192.168.30.200

192.168.30.201

192.168.30.231

192.168.30.232

192.168.30.233

107 1£0 20324

Search..

1-250f 29

~
25

RESOL/E

~



N-Central

# REPORTS - ASSET SITE

N-ABLEN-CENTRAL

Q

B ®

4:26 PM

Company Name: Demo

Report: Asset Site

Created on: 2021-0Oct-04 16:25
ASSET SITE

Site “  Property

Memory by amount

Memeory by amount

Operating system by version
Operating system by version
Operating system by version

Operating system by version

Hard drives by capacity
Hard drives by capacity

CPU by speed

EXPORT EMAIL

Description

3.50 GB

8.00 GB

Microsoft Windows 10 Pro

Ubuntu 18.04 LTS x64 Edition

Microsoft Windows Server 2019 Datacenter
x64 Edition

Other Operating System

<100 GB

100GB to 200GB

2290 MHz to 2390 MHz

Instances

Devices

Vi

Vi
VM
VI

Vim
Vim
vim

vim
vim

vim

VM
Vi

Vim

VM
vim
Vi
vim

vm
vm
vm
VM
vm
vm
vm

S

-ubntcef
-WINSERV2
-ubnt-1

-win10corso
-winservl
-win10-1
-win10corso
-win10-1

-ubntcef

“WINSERV2
-winservl

-ubnt-1

-WINSERV2
-win10corso
-winserv1
-win10-1
-winservi
-win10-1
-win10corso
-WINSERV2
-win10corso
-winserv1
-win10-1

[Z] Total: 14

L]

RESOL



/ N-Central

Managed Services Analysis ° c a n a lys

March 2021

MSP tech stack

Point of View: RMM/PSA vendors
2021

High

Strategic

Emerging Established

Opportunity

Performance High

RESOL/E



CICLO DI WEBINAR

Cloud Conference
Italia 2021

8 eventi online IN DIRETTA dedicati alle
novita tecnologiche di casa Microsoft

loud

conference italia



28 Ottobre 2021
. Creare computer virtuali all'interno dell'infrastruttura IT

03 Novembre 2021
. Microsoft Teams, Logitech, Barco e Microsoft Surface per creare e gestire sale riunioni

10 Novembre 2021
. Passare al Modern Desktop con Microsoft 365

17 Novembre 2021
. La Modern Collaboration passa da Microsoft Teams e Nfon

24 Novembre 2021
. Cisko Meraki per una nuova rete Cloud Managed

01 Dicembre 2021
. Protegqi i dati della tua azienda

RESOL/E



PROMO ISCRIZIONE CORSI

10% di sconto su tutti | nostri corsi

Administering a SQL Database Infrastructure - NOVEMBRE: 09-17-23
Office 365 Administrator - NOVEMBRE: 09-11-16-18-23

Managing Microsoft Teams - NOVEMBRE: 15-19-22-25-30

Power Bl - NOVEMBRE: 23-29-30

Managing Modern Desktops - NOVEMBRE: 30 DICEMBRE: 02-13-15-17

DAX — Data Analysis Expressions - DICEMBRE: 02-06-13-14




/ DOMANDE

Chiedete in chat le vostre curiosita

RESOL/E
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